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Translate that into operational terms and the picture gets stark quickly. An organization currently renewing certificates a few times a year 
will be handling renewal events on the order of every couple of weeks by the end of this countdown, across every endpoint it operates. 
Manual tracking, calendar reminders, and a spreadsheet somebody checks once a month will not survive contact with that cadence. What 
has always been an occasional chore is becoming a continuous, automated operation, whether an organization plans for it or not.
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A PKI program built for a once-a-year renewal cycle will not survive the shift to a few-week cycle; this is exactly why PKI governance and 
automation belong on the same roadmap.
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The 200-day, 100-day, and 47-day milestones are not distant hypotheticals; the first has already arrived. Organizations that build the 
automation loop now, generating keys, vaulting them securely, brokering issuance across Certificate Authorities through APIs, and rebinding 
certificates to live endpoints without manual intervention, will meet each deadline without disruption. Organizations that wait will be 
rebuilding their certificate operations under deadline pressure, with far less room for error and far less time to get it right. The countdown 
is the call to action. The only real decision left is whether to automate on your own schedule, or on the CA/Browser Forum's.

For more content like and follow me: @bertblevins

The population of things needing a verifiable identity has exploded, and human employees are now a minority of it. Servers, containers, 
microservices, IoT sensors, and increasingly AI agents all need to prove who they are before they are allowed to act. An AI agent authorized to pull 
data from a finance system, trigger a workflow in an HR platform, or call a third-party API is, from a security architecture standpoint, just another 
identity that needs a credential, and certificates are frequently that credential.

PKI and the Rise of Machine and AI Identities

This shift changes the scale PKI has to operate at. Where a company once managed a few hundred certificates for its 
public-facing websites, it may now be managing tens of thousands of short-lived certificates issued automatically to 
ephemeral workloads and AI-driven services that spin up and disappear within minutes. A PKI program designed around 
manual, human-paced processes simply cannot keep up with that volume, which is why automation has become a 
requirement rather than a convenience.

Organizations building or maturing a PKI program should start with an honest inventory: what certificates already exist, where they live, who owns 
them, and when they expire. From there, a clear policy should define validation levels for different use cases, acceptable key lengths and 
algorithms, and rotation schedules. Automation should be treated as a baseline requirement rather than an optional upgrade, particularly for any 
certificates issued to non-human identities. Finally, monitoring and alerting need to be built in from day one, so an approaching expiration triggers 
action long before it triggers an outage.

Getting Started With a Sound PKI Program

PKI is not glamorous work, and it rarely gets attention until something breaks. But it is the trust layer underneath nearly 
every secure digital interaction an organization has, human or machine, and treating it as optional infrastructure is a bet very 
few organizations can afford to lose.

Every certificate conversation in 2026 eventually arrives at the same clock, and it is worth closing on it here. The CA/Browser Forum's Ballot 
SC-081v3 is not a proposal under discussion; it is an approved, already-in-motion schedule. Maximum public TLS certificate lifetimes fall from 398 
days to 200 days on March 15, 2026. They fall again to 100 days on March 15, 2027. By March 15, 2029, they dropped to just 47 days, with domain 
validation itself needing to be re-proven roughly every 10 days.

The Countdown Is Already Running: 200 Days, 100 Days, 47 Days


