





Keeping the Foundation Strong

As networks grow more automated and more of their traffic originates from software acting on its own initiative, the
underlying PKI has to keep pace. That means shorter certificate lifespans to limit the damage of any single compromised
credential, automated issuance and renewal so no human bottleneck can slow down a fast-moving environment, and
continuous monitoring for anomalies in certificate usage. PKI has quietly secured networks for decades. The shift toward
Al-driven traffic does not change its role; it raises the stakes for getting it right.

The Countdown Is Already Running: 200 Days, 100 Days, 47 Days

Every certificate conversation in 2026 eventually arrives at the same clock, and it is worth closing on it here. The
CA/Browser Forum's Ballot SC-081v3 is not a proposal under discussion; it is an approved, already-in-motion schedule.
Maximum public TLS certificate lifetimes fall from 398 days to 200 days on March 15, 2026. They fall again to 100 days on
March 15, 2027. By March 15, 2029, they drop to just 47 days, with domain validation itself needing to be re-proven roughly
every 10 days.
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Translate that into operational terms and the picture gets stark quickly. An organization currently renewing certificates a few times
a year will be handling renewal events on the order of every couple of weeks by the end of this countdown, across every endpoint
it operates. Manual tracking, calendar reminders, and a spreadsheet somebody checks once a month will not survive contact with
that cadence. What has always been an occasional chore is becoming a continuous, automated operation, whether an organization
plans for it or not.

Every TLS handshake, mutual-TLS connection, and Al agent's network call described above depends on a certificate that will need
to be reissued far more often under the new lifetime rules, which is exactly why network-level PKI has to become an automated,
continuous process rather than a periodic task.

The 200-day, 100-day, and 47-day milestones are not distant hypotheticals; the first has already arrived. Organizations that build the
automation loop now, generating keys, vaulting them securely, brokering issuance across Certificate Authorities through APls, and
rebinding certificates to live endpoints without manual intervention, will meet each deadline without disruption. Organizations that
wait will be rebuilding their certificate operations under deadline pressure, with far less room for error and far less time to get it
right. The countdown is the call to action. The only real decision left is whether to automate on your own schedule, or on the
CA/Browser Forum's.
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