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Self-Signed Certificates:
When to Use Them and When to Avoid

A self-signed certificate is one where the issuer and the subject are the same entity; rather than a Certificate Authority 
vouching for the key, the entity vouches for itself. This means there is no external chain of trust leading back to a browser 
or operating system's trusted root store, and any client encountering a self-signed certificate for the first time has no 
built-in reason to trust it, which is exactly why browsers display prominent warnings when they encounter one.

Self-signed certificates get a bad reputation, and often deservedly so, but the reputation is more nuanced than a blanket 
rule of never using them. This article covers exactly what a self-signed certificate is, the genuine situations where it makes 
sense, and the situations where reaching for one is a mistake waiting to surface.

What Makes a Certificate Self-Signed

Local development environments are the clearest legitimate use case: a developer testing HTTPS behavior on their own 
machine has no need for a publicly trusted certificate, and generating a quick self-signed certificate is faster and simpler 
than requesting one from any CA. Internal testing and staging environments, isolated from the public internet and accessed 
only by a small, known set of engineers, can also reasonably use self-signed certificates, provided everyone understands 
the trust model and the environment truly is isolated from anything sensitive. Certain highly controlled 
machine-to-machine scenarios, where both endpoints are configured in advance to trust a specific self-signed certificate 
through pinning, can work safely as well, though this pattern requires careful management as the number of endpoints 
grows.

Where Self-Signed Certificates Genuinely Make Sense
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Any public-facing production service should never rely on a self-signed certificate. Beyond the obvious 
problem of browser warnings scaring away legitimate users, self-signed certificates provide no protection 
against a man-in-the-middle attack the first time a client connects, since there is no independent third party 
vouching for the key being presented; a user has no reliable way to distinguish a legitimate self-signed 
certificate from one presented by an attacker intercepting the connection. Training users or administrators to 
click through certificate warnings routinely, whether for a legitimately self-signed internal tool or otherwise, 

Where Self-Signed Certificates Are a Genuine Risk

For situations that seem to call for a self-signed certificate but involve more than a single developer's local 
testing, an internal Certificate Authority, covered in depth elsewhere in this series, is almost always the better 
solution. An internal CA lets an organization issue certificates that are properly trusted across every internal 
system that has the CA's root installed, avoiding both the security weaknesses of self-signed certificates and 
the cost or validation overhead of a public CA for purely internal use cases.

The Better Alternative for Most Internal Cases

Before reaching for a self-signed certificate, it is worth asking who will actually be connecting to this service, 
whether that population is truly limited and known in advance, and whether the effort of setting up even a 
lightweight internal CA would be better time invested than repeatedly generating and distributing self-signed 
certificates by hand. In nearly every case beyond a single developer's local machine, the answer favors 
building at least a minimal internal CA rather than relying on self-signed certificates scattered across an 
environment with no central oversight.

A Practical Decision Framework

AI development environments, including local model testing setups and early-stage agent prototyping, 
frequently rely on self-signed certificates for the same reasons any local development environment does: 
speed and simplicity during iteration. The same caution applies here as anywhere else, though: as an AI 
prototype moves toward any shared, production, or externally accessible deployment, its self-signed 
certificate needs to be replaced with a properly issued one, whether from an internal CA for internal-only AI 
services or a public CA for anything customer-facing, before it handles real traffic or real data.

Self-Signed Certificates in AI Development Workflows
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Translate that into operational terms and the picture gets stark quickly. An organization currently renewing certificates a few times 
a year will be handling renewal events on the order of every couple of weeks by the end of this countdown, across every endpoint 
it operates. Manual tracking, calendar reminders, and a spreadsheet somebody checks once a month will not survive contact with 
that cadence. What has always been an occasional chore is becoming a continuous, automated operation, whether an organization 
plans for it or not.
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Self-signed certificates sidestep the public certificate lifetime schedule below entirely, since they were never part of that system 
to begin with, but that exemption is exactly why they should stay confined to development and tightly controlled internal use, never 
to production traffic that genuinely needs the accountability a real CA chain provides.
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The 200-day, 100-day, and 47-day milestones are not distant hypotheticals; the first has already arrived. Organizations that build the 
automation loop now, generating keys, vaulting them securely, brokering issuance across Certificate Authorities through APIs, and 
rebinding certificates to live endpoints without manual intervention, will meet each deadline without disruption. Organizations that 
wait will be rebuilding their certificate operations under deadline pressure, with far less room for error and far less time to get it 
right. The countdown is the call to action. The only real decision left is whether to automate on your own schedule, or on the 
CA/Browser Forum's.
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Every certificate conversation in 2026 eventually arrives at the same clock, and it is worth closing on it here. The 
CA/Browser Forum's Ballot SC-081v3 is not a proposal under discussion; it is an approved, already-in-motion schedule. 
Maximum public TLS certificate lifetimes fall from 398 days to 200 days on March 15, 2026. They fall again to 100 days on 
March 15, 2027. By March 15, 2029, they drop to just 47 days, with domain validation itself needing to be re-proven roughly 
every 10 days.

The Countdown Is Already Running: 200 Days, 100 Days, 47 Days


