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Mobile devices, whether company-owned or personally owned under a bring-your-own-device policy, need the same
strong authentication as any other endpoint touching corporate resources, but they present distinct deployment challenges
that desktop and server certificate management does not fully anticipate. This article covers how certificate deployment
works across mobile device management platforms and the specific considerations BYOD environments introduce.

Why Mobile Devices Need Their Own Certificate Strategy

Mobile devices frequently authenticate to corporate Wi-Fi, VPN, and email systems, and certificate-based authentication
for these connections offers the same phishing resistance and credential-theft protection discussed elsewhere in this
series for client certificates generally. Mobile-specific considerations include a much larger and more diverse device
population, frequent device turnover and replacement, and, particularly in BYOD environments, devices the organization
does not fully control at the operating system level the way it might control a company-issued laptop.

How MDM Platforms Handle Certificate Deployment

Mobile Device Management platforms, including Microsoft Intune, Jamf, and VMware Workspace ONE among others,
typically integrate directly with an organization's PKI to automate certificate issuance and installation onto managed
devices as part of the standard enrollment and configuration profile process. This automation is essential given mobile
device volume; manually issuing and installing certificates on each device individually simply does not scale to a workforce
of any meaningful size, and MDM-driven automation is the only practical way to deploy certificates consistently across a
large, frequently changing mobile fleet.
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Company-Owned Devices: Full Control, Simpler Certificate Lifecycle

Company-owned devices enrolled fully into an MDM platform give the organization complete control over
certificate deployment, renewal, and revocation, since the organization controls the entire device
configuration. Certificates on these devices can be tied directly to the device's enrollment record, automatically
revoked upon device retirement or loss reporting, and renewed transparently through the same MDM channel
that manages every other aspect of the device's corporate configuration.

BYOD: A More Delicate Balance

Bring-your-own-device environments introduce a genuine tension: the organization needs enough control to
Issue, manage, and revoke a certificate securing corporate access, but employees reasonably expect their
personal device not to be fully managed or wiped by their employer. Most mature BYOD deployments address
this through containerization or profile-based management, where only a specific work profile or container on
the device is managed and carries the corporate certificate, leaving the rest of the personal device outside the
organization's control entirely. This approach lets the organization revoke the work profile, and the certificate
within it, without affecting personal data or requiring a full device wipe.

Handling Departures and Lost Devices

A clear, tested process for revoking mobile certificates when an employee departs or reports a lost device is
essential, and this process differs meaningfully between company-owned and BYOD devices given the
containerization discussed above. Organizations should test this revocation path regularly rather than
assuming it works correctly, since a certificate that remains valid on a lost or decommissioned device after an
employee's access should have ended represents exactly the kind of lingering unauthorized access risk
covered elsewhere in this series' discussion of certificate revocation triggers.

Certificate-Based Authentication for Mobile Al Applications

Mobile applications increasingly incorporate Al-powered features that route sensitive data to backend Al
services, and certificate-based authentication, alongside the certificate pinning practices discussed elsewhere
in this series, applies just as directly to these Al-integrated mobile applications as to any other mobile app
connecting to a sensitive backend. MDM-deployed certificates securing device-level VPN or Wi-Fi access work
alongside, rather than instead of, application-level certificate protections for Al features handling particularly
sensitive user data.
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The Countdown Is Already Running: 200 Days, 100 Days, 47 Days

Every certificate conversation in 2026 eventually arrives at the same clock, and it is worth closing on it here. The
CA/Browser Forum's Ballot SC-081v3 is not a proposal under discussion; it is an approved, already-in-motion schedule.
Maximum public TLS certificate lifetimes fall from 398 days to 200 days on March 15, 2026. They fall again to 100 days on
March 15, 2027. By March 15, 2029, they drop to just 47 days, with domain validation itself needing to be re-proven roughly
every 10 days.
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Translate that into operational terms and the picture gets stark quickly. An organization currently renewing certificates a few times
a year will be handling renewal events on the order of every couple of weeks by the end of this countdown, across every endpoint
it operates. Manual tracking, calendar reminders, and a spreadsheet somebody checks once a month will not survive contact with
that cadence. What has always been an occasional chore is becoming a continuous, automated operation, whether an organization
plans for it or not.

Certificates deployed through MDM platforms are just as bound by the shrinking public lifetime schedule below as any other
certificate, and given how large and fast-changing most mobile device fleets are, automated renewal through the MDM channel
itself is the only realistic way to keep pace as maximum lifetimes fall toward 47 days.

The 200-day, 100-day, and 47-day milestones are not distant hypotheticals; the first has already arrived. Organizations that build the
automation loop now, generating keys, vaulting them securely, brokering issuance across Certificate Authorities through APls, and
rebinding certificates to live endpoints without manual intervention, will meet each deadline without disruption. Organizations that
wait will be rebuilding their certificate operations under deadline pressure, with far less room for error and far less time to get it
right. The countdown is the call to action. The only real decision left is whether to automate on your own schedule, or on the
CA/Browser Forum's.
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